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Committee Secretary
Joint Standing Committee on Electoral Matters
Parliament House
Canberra ACT 2600
em@aph.gov.au

Submission to the Joint Standing Committee on Electoral Matters Inquiry into the 2019 Federal Election

Thank you for the opportunity to make a submission to this inquiry. We do so in a private capacity as experts in technology law and public law, and as members of the Allens Hub for Technology, Law and Innovation and Gilbert + Tobin Centre of Public Law at UNSW Law.
 
We make the following points:
 
1. Technological innovation in Australian elections is already underway.
2. Australia should exercise caution in how new technologies are deployed in our elections.
3. The use of new technology should be guided by principles that respect the role that elections play in Australia and recognise the dangers and opportunities posed by technological innovation.

New Technologies in Australian Elections
The popular perception of Australian elections is one of pencil and paper. This has been true for many decades, but this is shifting in line with the experience of other nations due to the very significant benefits some new technologies offer the electoral process. 

Around the world, nations are experimenting with technology in order to reduce the cost of elections and to enable voter preferences to be more accurately recorded, and results announced more speedily. For example, voting technologies, in various forms, including voting machines, automated vote counting, and Internet voting, known as e-voting, are used in countries including the United States of America, Canada, France, Switzerland, Belgium, the Netherlands, Ireland, UK, Italy, Spain, Estonia, Ecuador, Mexico, Costa Rica, Sierra Leone, Brazil, Panama, Peru, Argentina, the United Arab Emirates, Namibia, Nigeria, South Korea, Russia, India, Nepal and Bhutan. Estonia, often referred to as a leader in this space, has used online voting as an option for voters for over a decade, with encrypted communications and automated vote counting. There are also discussions and trials that rely on blockchain technology.

Such innovation is also apparent in Australia. For example, the eVACS system, used in Australian Capital Territory, was originally adopted due to concerns about errors in the human counting process, made evident in a recount following a close election in 1998 (see Elections ACT webpage). Legislation was passed to authorise the Electoral Commissioner to approve computer programs for electronic voting and vote counting. The e-VACs system allows voters to choose to vote on paper or using a computer terminal with barcode authorisation but, either way, the vote is counted automatically (relying on a proprietary but independently audited character recognition scanning system plus human checking). This can facilitate voting by people with disabilities. 

New South Wales also uses vote counting software as well as the iVote system (internet and telephone voting). This facilitates voting by people with disabilities as well as those unable to get to a polling place on election day.

The Need for Caution
Technology promises to offer many benefits to the electoral process, but caution needs to be exercised in how these are deployed. Elections play a vital role in Australian democracy, and the consequences of the misuse of technology can be very significant.

Technology poses a set an additional set of risks that need to be carefully assessed. In particular, certain technologies may give rise to an increased possibility of electoral manipulation, whether from domestic or foreign sources. A lack of technical literacy on the part of a voter can also mean that their ballot is incorrectly recorded, and so distort their preferences and even possibility the outcome of the election.

These considerations suggest particular caution needs to be applied in how new technologies are deployed in the electoral process. The risk for damage is much higher than in other areas of government, and so a careful and prudential approach ought to be applied. New technologies ought only to be applied in federal elections where there is confidence about their security and integrity of their operation.
 
Principles to Guide the Use of New Technologies
The rollout of new technology will be affected by the nature of the technology itself and the particular risks it poses. We propose the following general principles to guide the use of such technologies in order to ensure they enhance the role played by elections in Australian democracy. These principles are:
 
· Technology should be applied in ways that provides for transparency and accountability. For example, the software of voting technologies should be open source, and should not be hidden from public view due to trade secrets. This is an important distinction between the software used in the ACT (open source) and in NSW and Federal Senate elections (proprietary). 

· Depending on the technology used, different technical methods will be appropriate to ensure reliability. In the context of vote counting software, for example, the count should be verifiable, meaning that the correctness of the calculation can be checked (given a formal specification of the counting protocol). This is currently not the case in any jurisdiction in Australia. For more information on verification and verifiability, see Bennett Moses et al (2017, attached). For vote counting machines, the creation of a paper trail can allow voters to confirm that their vote was correctly recorded and provide an opportunity to confirm that machines are operating normally. For internet voting, it should be possible for voters to verify that their vote was correctly recorded (as is currently the case in NSW).

· New technology should be underpinned by security, recognising the incentives to manipulate results. For example, in the United States, the WINVote machines used in Virginia elections may have been tampered with by a malicious party. In the Netherlands, concerns about security led to the government abandoning reliance on electronic voting machines. We therefore stress the need to mitigate security risks, including by keeping voting technologies physically secure and vote counting systems offline. Complacency is not acceptable.

· Finally, we recommend that significant technological alterations should be trialled before being introduced generally for elections. We should be more prepared to use by-elections and local elections for this purpose given the risk of damage and distortions is much lower than for a general election. This might be assisted by the development of an Australia wide technology strategy for elections that would enable trials in different jurisdictions to be assessed so that all jurisdictions can converge on best practice.
 
Yours sincerely

Lyria Bennett Moses
Director, Allens Hub for Technology, Law & Innovation, Professor UNSW Law;

George Williams AO
Gilbert + Tobin Centre of Public Law, Scientia Professor and Dean UNSW Law; 

Monika Zalnieriute
Research Fellow and Lead of Technologies and Rule of Law Research Stream, Allens Hub for Technology, Law & Innovation, UNSW Law. 
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